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Dear Ms. Dortch:

Telephone: (770) 232-9200
Facsimile: (770) 232-9208

Email: Isteinhart@telecomcounse1.com

Pursuant to 47 C.F.R. § 64.2009(e), Network Service Billing, Inc. hereby submits
its Annual 64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your
attention to this matter.

Respectfully Sl)b1W·itf,ed,

Lan J.M. Steinhart
Attorney for
Network Service Billing, Inc.

Enclosures
cc: Peter A. Lagergren
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I, Peter A. Lagergren, President ofNetwork Service Billing, Inc., certify that I am an
officer of the company named above, and acting as an agent of the company, that I have
personal knowledge that the company has established operating procedures that are
adequate to ensure compliance with the Commission's CPNI rules. See 47 C.F.R §
64.2001 et seq.

Attached to this certification as Exhibit "A" is an accompanying statement explaining
how Network Service Billing, Inco's procedures ensure that the company is in compliance
with the requirements set forth in Section 64.2001 et seq. of the Commission's rules.

. Name: Peter A. Lagergren
Title: President

FCC Annual Filing
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Network Service Billing, Inc. has not taken any actions (proceedings instituted or
petitions filed by a company at either state commissions, the court system, or at the
Commission against data brokers) against data brokers in the past year. Companies must
report on any information that they have with respect to the processes pretexters are using
to attempt to access CPNI , and what steps companies are taking to protect CPNI.

Network Service Billing, Inc. has not received any customer complaints in the
past year concerning the unauthorized release of CPNI (number of customer complaints a
company has received related to unauthorized access to CPNI, or unauthorized disclosure
of CPNI, broken down by category or complaint, e.g., instances of improper access by
employees, instances of improper disclosure to individuals not authorized to receive the
information, or instances of improper access to online information by individuals not
authorized to view the information).

Signed e. Ifl!r-
Peter A. Lagergren~esidet1t

FCC Annual Filing
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Exhibit A

Network Service Billing, Inc.

Compliance Requirements



Seetlon 64.2005

•

Network Service Billing, Inc.
7251 W. Lake Mead Blvd.

Suite 300
Las Vegas, Nevada 89128

Compliance Requirements

Network SelViee Billing, Inc. ("Company") maintains the following operating procedures to ensure compliance with
the requirements set forth in Section 64.2001 et seq. of the Commission's rules.

Us. of eestomer proprietary network Information witbout customer
approval.

(0)~ telecommwlications carrier may ose, disciose, or penrrlt access tc CPNI for the purpose of
providing or marketing servic. offerings alllong the categories of servleo (i.••• locai. interexchange, end
CMRS) to ""icb the costcmer alreedy subscribe' from the same carrier, without customer approval.

(I) If. telecommwlicatlons carrier prOVide, diffilrent calegOries of service, and a customer
sub'cribes to more than one category of service offered by the carrier, the carrier is permitted to share
CPNI among the carrier's affiliated entities that p,'oVid. 0 s.rvice offering tc the cu,tomer.

(2) If a tel.communications canier provides different categorl.s of servic•• but a customer does
not subscribe to more tlnm one offering by the carrl.r, lba carrier i' not pern>itred tc shara CPNl with its
affiliates. except as provid.d in §64.2007(b).

(b) A telecommunication' carrier may net use. disclo,e, or pern>it """ass tc CPNl to merket tc a
'customer service offerings that are within a category of service tc which tb. subscliber doe. not alreedy
subscribe from that carrier, unless that canier has customer approvel to do so, excapt as descnoed in
paragraph(c) of this section.

(i) A wireless provider may use, disciose, or penrrlt access to CPNI derivad from Its provision of
CMRS. without customer approval, fur the provision ofCPE and information service(s). A wirellnocarrier
may use, disclose or permit a<:eess to COO derived from its provision of local excbenge service.or
interexcbange service. without customer approval. lbr the provision ofCPE and call enswering. voice mail
or messaging, voice storage and reulevat service" fax store and lbrward, end pretecol conversion.

(2) A teleco!llIUunlcatloas carrier may not u,e, disclose, or penrrlt access tc CPNI tc identify or
track customOls that ..Ii competlng service providers. For example, a local exchange carlier may not use
local service CPNl tc u-ack all customers tbat caliiocalservice competitors.

(c) A telecommunicstlons carrier may use. disclose, or permit access to CPNI. without custcmer
approval, as described in this paragrapb (c).

(1) A teJecormnunicatloas carrier may use, disclose, or permit access to CPNl, witl",ut customer
approval, in its provision ofinside. wiring installation, maintenance, and repair services.

(2) CMRS providers may use, di'close, Or permit access to CPNI fcr the purpose of conducting
research on the health effects ofCMRS.



(3) LECs, CMRS providers, and interconnected VolP providers may use CPNI, without customer
approval, to market services formerly known as adjunct-to-basic services, such as, but not limited to, speed
dialing, computer-provided directory assistance, call monitoring, call tracing, call blocking, call return,
repeat dialing, call tracking, call waiting, caller 1.0., call forwarding, and certain Centrex features.

(d) A telecommunications carrier may use, disclose, or permit access to CPNlto protect the rights
________.~~pe'!Yof tlte carrier, or to protectu~those services and other carriers from fraudulent, abusive, or

unlawful use of, or SUbscription to) such' sen-Ices.

The Company has adopted spec!fic CPNI policies to ensure that, III tile absence ofcustomer approval,
CPNI Is ono/ used by tile Campany to provide or market service offerings amOllg tile categories of
service (Le., local, interexcllange, and CMIIS) to which the customer already subscribes. The
Company's CPNI policies prollibit tile sllaring of CPNIwitll affiliated companies, except as permitted
under Rule 64.2005(a)(1) or with customer approval putS/taut to Rule 64.2007(b). Tl,eoltly exceptions
to these poYcles are as permitted ultder 47 U.S.C. § 222(d) and Rule 64.2005.

Section 64.2007 Approval required for usc of customer proprietary network information.

•

(a) A telecommunications carrier may obtain approval through written, oral or electronic
methods.

(I) A telecommunications carrier relying on oral approval shall bear the burden ofdemonstrating
that such approval has been given in compliance with the Commission's rules in this part.

(2) Approval or disapproval to use, disclose, or permit access to a customer's CPN! obtained by a
telecommunications carrier must remain in effect until t11e customer revokes or limits such approval or
disapproval.

(3) A telecommunications carrier must maintain records of approval, whether oral, written or
electronic, for at least one year.

III aU clrcumstallces wllere customer approval Is requireil to use, disclose or permit access to CPNJ, the
CompaltY's CPNIpol/cleS require tl'at tile Company obtallt customer approval tlrrouglr written, oral or
eleetrollic metllods III compliance willi Rule 64.2007. A customer's approval or disapproval remains in
effect until the cUSUJmer revokes or limits the approval or disapprovat The Company rna/maillS records
Ofcustomer approval (wlletl,er written, oral or electrolllc) for a millimum ofOlle year.

(b) Use ofOpt-Out and Opt-In Approval Processes. A telecommunications carrier may, subject
to opt-out approval or opt-in approval, use its customer's individually identifiable CPN! for the purpose of
marketing communications-related services to that customer. A telecommunications carrier may, subject to
opt-out approval or opt-hI approval, disclose its customer's individually identifiable CPNl, for the purpose
of marketing cODUnunications-related services to that customcr, to its agents and its affi.Jiates tl,at provide
colnmunications~related services. A teleconununications carrier may also pennit such person or entities to
obtain access to such CPNI for such purposes. Except for use and disclosure of CPNI that is pennitted
without customer approval under section §64.2005, or that is described in this paragraph, or as otllerwise
provided in section 222 of the Communications Act of 1934, as amended, a telecoDUnlIDications carrier
may only use, disclose, or permit access to its customer's individually identifiable CPN! subject to opt-in
approval.

Tire Company does 1I0t use CPNI for alty purpose (Iltcluding marketing commullicatlons-related
services) ami does Itot disclose or grallt access to CPNIto anyparlY (illcluding to agel'ts or affUlates tllat
prOVide communications-related services), except as permitted under 47 U.S.C. § 222(d) and Rule
64.2005.
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Section 64.2008 Notice required for use of customer proprietary network information.

•

(a) Notification, Generally. (1) Ptior to any solicitation for customer approval, a
telecominunications carrier must provide. notification to the customer oftbe customer's right to restrict use
of, disclose of, and access to that customer's CPNJ.

(2) A telecommunications carrier must maintain records of notification, whether oral, written or
electronIc;l.6i'arleas! one year.

(b) Individual notlce to customers must be provided when soliciting approval to use, disclose, or
permit access to customers' CPNJ.

(c) Content ofNotice. Customer notification must provide sufficient infonnation to enable the
customer to make an informed decision as to whether to permit a carrier to uset disclose, or permit access
to) the customer's CPNI.

(1) The Ilotifieation musl state thai tha customer has a right, and the canier has a duty, under
federal law, to protect the confidentiality ofCPNl.

(2) The nOlification must specify the types of information that constilllle CPNl and the specific
entities thai will receive the CPNI, describe th.e purposes for which. CPNI will be used, and Infono the
customer ofhis or her righl to disapprove Ihose uses, and deny or wilhdraw access 10 CPNI at any time.

(3) The notification must advise the customer of the precise steps the customer must take In order
to granl or deny access to CPNI, and must clearly state that a denial of approval will not affect the
provision of any services to which the customer subscribes. However~ carriers may provide a brief
statement, in a clear and neutral language, describing consequences directly resulting from the lack of
access to CPNI.

(4) The notification must be compreh.ensible and must nol be misleading.

(5) If written notification is provlded, the notice must be clearly legible, use sufficiently latge
,type, and be placed in an area so as to be readily apparent to a customer.

(6) If any portion of a notification is translated into .nothar language, than all portions of the
notification must be trauslated into thai language.

(7) A carrier may state in the notificationlhat the cnstomer's approval 10 use CPNl may enhanco
the carrier's ability to offer products and services tailored 10 the customer's lleeds. A carrier also may slate
in the notificatioll that it may be compelled to disclose CPNI to any person UPOll affinoative written request
by the customer.

(8) A carrier may not include in tha notification any statement attempting to encourage a customer
to freeze tl,ird-party access to CPNI.

(9) The uotification must state that any approval, or denial of approval for the use of CPNl
outside ofthe service to which the customer already subscribes from that carrier is valid until the customer
affirmatively revokes or limits such approval or dellial.

(10) A telecommunicalions carrier's solicitation for approval must be proximate to the
notification ofa customer's CPNI rights.

The Company's CPNI polieies require O,at cus/fJmers be notified of their rights, and the C(JInpany~

obligations, with respeet to CPNI prillr to any solicitation for customer approvaL All required customer
notiees (whether written, oral or electronic) comply with O,e requirements Of Rule 64.2008. The
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•

CompallY mailltaills recoras ofail reqllirca clIStomer aotices (whelher writtell, oral or electronic) for a
millimllm ofoneyear.

(d) Nolice Requlremenls Specific 10 Opl-Oul. A telecommunications carrier must provide
notification to obtain opt-out approval through electronic or written methods, but not by oral
communication (except as provided in paragraph (f) ofthis section). The contents of any such notification
must comply with the requirements ofparagraph (c) ofthis section.

(I) Carriers must wait a 30-day minimum period of time after giving customers notice and an
opportunity to opt-out before assuming customer approval to use, disclose, or permit access to CPNl. A
carrier may, in its discretion, provide for a longer period. Carriers must notify customers as to the
applicable waiting period for a response before approval is assumed.

(i) In the case of an electronic form of notification, the waiting period shall begin to run from the
date on which the notification was sent; and

(ii) In the ca... of notification by mail, the waiting period shaIl begin to run on the third day
following the date that thenotification was mailed.

(2) Carriers using the opt-out mechanism must provide notices to their cnstomers every two
years.

(3) Teleconnnunications carriers that use e-mail to provide opt-out notices mnst comply with the
following requirements in addition to the requirements generaUy applicable to notificatiou:

(I) Carri",~ must obtain express, verifiable, prior approval from consumers to seud notices via e
mail regarding their service in general, or CPNI in particular;

(ii) Carriers must allow customers to reply directly to e-mails containing CPNI notices in order to
opt..out;

(iii) Opt-out e-mail notices that are retumed to the carrier as undeliverable must be sent to the
.customer in another form before carriers may consider the customer to have received notice;

(iv) Carriers that us. e-mail to send CPNI notices must ensure that the .'Ubject line ofthe message
clearly and aceurately identifies the subject matter ofthe e-mail; and

(v) Telecommunications earriers must make available to every customer a method to opt-out that
is of no additional cost to the customer and that is available 24 hours a day, seven days a week. Carriers
may satisfy this requirement through a combination ofmethods, so long as all customers have the ability to
opt-out at no cost and are able to effectuate that choice whenever they choose.

The COlI/pallY does not currelll{y solicit "Opl out" customer approvalfor the lISe or disclosure ofCPNL
Tile Company does not use CPNI for allY purpose (inclualllg markelit.g commllJlicatltms-related
services) alia does 1101 disclose or grallt access to CPNI to any party (incluaing to agems or affiliates tl.at
provide cO"'"lU"/catlons-related services), except as perlllittea ullaer 47 a.s.c § 222(d) ana Rule
64.2005.

(e) Notice Requirements Specific to Opt-ln. A telecommunications carrier may provide
notification to obtain opt-in approval througb oral, written, or electronic methods. The contellts ofany such
notification must comply with the requirements ofparagraph (c) of this section.

Tlte Company does 1I0t currelllly soliell "opt ill" ellstOIlUir approval for the use or liisclosure Of CPNI.
TIle Compally does nOlllse, disclose or grant access to CPNI for ..,y purpose, to allY party or ill ally
manuer tf,at would require a customer's "opt ill" apprtttJal under the Commission's CPNI Rules.
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•

(I) Notice Requirements Speclftc to One-Time Us. ofCPNI. (1) Carriers may use oral notice to
obtain Ilmited, one-time use of CPNI for inbound and outbound customer telephone contacts for the
duration-of the call, regardless of whether carriers use opt-out or opt-in approval based on the nature of the
contact.

(2) The content, of any such notification must comply Wltll the requirements of paragraph (c) of
this section, except that telecommunications carriers inayomit any ofthe follOWing notice provisions ifnot
relevant to the limn-ause for wlUChtlieoamer seeKSC1':f,r:-

(i) Carriers need not advise customers that if they have opted-out previously, no action is needed
to maintain the opt-out election;

(il) Carriers need not advise customers that they may shara CPNI with 1heir affiliates or 1hlrd
parries and need not name those entitles, Iftbe limited CPNI usage will not result in use by, or disclosure
to, an affiliate or 1hlrd party;

(iii) Carriers need not disciose the means by wbich a cnstomer can deny or withdraw futw'e access
to CPNJ, so long as carrie's explain to customers that the scope ofthe approval the carrier seeks is limited
to oneMtime use; and

(iv) Carrie,s may omit disclosure of the precise steps a customer must take in order to grant 01'

deny access to CPNl1 as long as the carrier clearly conununicates that the customer can deny access to his
CPNJ for the call.

III mstallces wlt.re tit. Company seeks olle-tlme c"stomer approval for tlIe use or disclosure ofCI'NI,
tlte Compfl1ly oblaitls such approval hI accartIa/lCe wilh the disclosures, met1lOds alld requireme1lts
cOlltained ill Rule 2008(j)•

Section 64.2009 Safegnards required for use of customer proprietary networl< information.

(a) Telecommunications carriers must implement a system by which the status of a customer's
,CPNI approval can be clearly established prior to the use ofCPNJ.

Tile Company's billing syslem allows autltorized compally persollllel to easily determine the slatus ofa
customer's CPNI approval on the cuslomer accounlscree" prior 10 the use ordisc"'sure ofCPNI.

(b) Telecommnnications carriers must train their personnel as to when they are and are not
authorized to use CPNJ, and carriers must have a" express disciplillary process ill place.

Tlte CompallY Ilas eslablished CPNI compliance policies lhat h!Clude employee traming on restriclions
on I"e use and disclosure of CPNI alld required safeguards 10 protect agaitlSl ullauthorized use or
disclosure ofCPNL Employees "ave signed that they ullderslOlld tlte CPNI policies and a violalioll of
Illose policies wUl result m disciplinary action.

(c) All carriers shall maintain a recerd, electronically or In some other maimer, of their own and
1heir affiliates' sales and marketing campaigns tIlat use their customers' CPNI. All carriers shall mailltain a
record of all instances where CPNI was disclosed or provided to third parties, or where third parties were
allowed access to CPNI. The record must include a description of each campaign, the specific CPNI that
was used in the campaign. and what products and services were offered as a part ofthe campaign. Carriers
shall retain the record for a minimum ofone year.

TIre CompOlly's CPNIpolicies require thai all sales OIId marketiug campaigns including those ulllizillg
CPNl be recorded and kepf On file for at leasl Olle year. Records are also mamtainedfor disclosure or
access 10 CPNI by l/rirdparties. The records mclude the required itr/ormaliolliisled in Rule 64.2009(c).
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•

(d) Telecommunications carriers must establish a supervisory review process regarding carrier
compliance with the rules in this subpart for out-bound marketing situations and maultain records ofcarrier
compliance for a minimum period of one year. Specifically, sales persOlmel must obtain supervisory
approval of any proposed out-bound marketing request for customer approval.

The Company's CPNI policies require employees 10 oblaln approval from /he Company's CPNI
CO!!lJll1ance OIL"",r (or all marketing campalg!!& InJi!Jtdillg /hose uillizing CPNl, prior to Initlaill/G_';tl;.'/a;:.t --'
campaigll. RtXord of tf,. markelillg compalgns, along willi Ihe appropriale supervisory upproval Is
mailltauledfor at least one year.

Ce) A telecommunications carrier must have an officer, as an agent of the canier, sign and me
with the Cormnission a compliance certificate on an annual basis. The officer must state ill the certification
that he or she has personal knowledge that the company has established operating procedures that are
adequate to ensure compliance with the rules in this subpart. The carrier must provide a statement
accompanying the certificate explaining how its operating procedures ensure that it is or is not in
compliauce with the rules in this subpmi. In addition, the carrier must include an explanation of any
actions taken against data brokers and a snmmary of all customer complaints received in the past yem'
concerning the unauthorized release of CPNI. This filing must be made annuaUy with the Enforcement
Bureau on or before March I in EB Docket No. 06-36, for data pertaiuing to the previous calendar year.

Tlte required officer cerliflcalion, aCllons laken againsl dala brokers and summary Of cuslomer
complaint documents are included wilh Ihls accompanying Sialement. Tlte Company will file these
documenls on all annual basis on or hefore Marell 1 for dala pertaining 10 tf,. previous calendaryear.

(f) Carriers must provide written uotice within five business days to the Cormnission of any
instance where the opt-out mechanisms do not work properly, to such a degreefuat collsumers' inability to
opt-out is more fuan an anomaly.

(1) The notice shall be in fue formofa letter, and shall include the carrier's name, a description of
the opt-out mcchauism(s) used, fue problems(s) experienced, the remedy proposed and when it will be/was
implemented, whether fue relevant state commission(s) has been notified and whether it has taken any
action, a copy ofthe notice provided to customers, and contact infonnation.

(2) Such notice must be submitted even if the carrier offers other methods by which cousumers
may opt-out.

17,e Company does 'lOt currelltly solicit "opl out" cuslomer approvalfor the /lse or disclosure ofCPNl

Section 64.2010 SafeguardS on the disclosure of customer proprietary network information.

(a) Safeguardillg CPNl. Telecommunications carriers must take reasonable measures to discover
and protect against attempts to gain unaufuorized access to CPNI. Telecommunications carriers must
properly authenticate a customer prior to disclosing CPNI based on customer-initiated telephone contact,
online account access, or an in..store visit.

Tile Company's CPNl policies alld employee training Include reasonable measllres to discover and
protecl agall/st activity tflat is I"dlcallve ofprelexling and employees are Il/stTlleted 10 l/oliIYlhe CPNI
Compliance Officer Ifany S/lell activity Is suspecled.

(b) Telephol/e access 10 CPNJ. TeleC01Ulnunications carriers may only disclose call detail
information over the telephone, based on customer-initiated telephone contact, if the customer fIrst
provides the carrier wifu a password, as described in paragraph (e) of fuis section, that Is not prompted by
the carrier asking for readily available biographical information, or account information. If the customer
does not provide a password, fue telecommunications carrier may only disclose call detail information by
sendiug it to the customer's address of record, or, by caUing the customer at fue telephone number of
record. If the customer is able to provide call detail information to the telecommunications carrier during a
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customer..initiated call without the telecommunications carrier's assistance, then the telecommunications
carrier is permitted to discuss the call detail infonnation provided by the customer.

;~

The Company's CPNI policies ensllrelhat a cIIslomer Is on!y able w access call detail information over
Ihe telephone in one of the ways listed in Rule 64.21J1O(b). 1/ the cuslomer cannol remember Iheir
password, lhey are prompted to answer a securi<Y question. Neltller Ille password nor the security

___________q~u~estloll are based 011 readi!y available biOff!!!J!hicat i'!(omlQtion or~nt informa,tlo~~II!C. ~Cu~sto~me~r ...;
service representatives are I1Istructed to authentlcale cuswmers over the telepllone In ali inslances excepl
ill Ille case wllere the cuswmer provides ti,e call delall hI/ormation willlOut the asslSla1lce of the
Company.

(c) Online access to ePN!. A telecommunications carrier must authenticate a customer without
the use of readily available biographical information, or account information, prior to allowing the
customer online access to CPNI related to a telecommunications service aceouUl. Once authenticated, the
customer may only obtain online access to CPNl related to a telecomlDlUlications service account through a
password, as described in paragraph (e) ofthis section, that is not prompted by the ClUtier asking for readily
available biographical information, or account infonnation.

11te Company's customers do not currently have access to tlle!r account onlhu!.

(d) In-Store access to ePNI. A telecommunications carrier may disclose CPNI to a customer
who, at a carder's retail location, first presents to the telecommunications carrier or its agent a valid photo
ID matching the customer's account information.

There are no retail locations.

• (e) Establisllment of a Password and Back-up Aulhentlcatian Methods for Lost or Forgotten
Passwords. To establish a password, II telecommunications carrier must anthenticate the customer without
the use ofreadily available biographical information, or accolUlt information. Telecommunications carriers
may create a back-up customer authentication method in the event ofa lost or forgotten password, but such
,back-up customer authenticatioll melliod may not prompt the customer for readily available biographical
,;nformation, or account information. If a customer cannot provide the correct password or the correct
response for the back-up customer authentication method, the customer must establish a new password as
described in this paragraph.

Ti,e Company's CRN] policies ulIo.. for a few ways 10 establisll a password, aU of which ellsure
compliance ..ltl, the above paragraph. Each melhod also allows the customer to establisll a back-up or
security question in tlle evenl that they forget ti'eir password. In 110 evellt dae. the Company use readl!y
available blographicai Informalion or account iliformation a. a back-Up questioll or as a means to
establisf, a password or authenticate the customer.

(I) Notification of account changes. Telecommunications carriers must notify customers
immediately whenever a pa.Cisword, customer response to a back..up means of authentication for lost or
f"rgolten passwords, online account, or address of record is created or changed. This notificatioll is 1I0t
required when the customer initiates service, including the selection of a password at service initiation.
This notification may be through a carrier~originated voicemail or text message to the telephone number of
record, or by mail to the eddress of record, and must not reveal the changed information or be sent to the
new account information.

The Company'. billing system gellerate. a notification letter ..hell allY Of the fields listed 111 Rule
64.2011J(f) is created or changed. Tlte Company bnmediolely moils out ti,e notification to the address of
record (never a lIew address) ..hen required by Rule 64.2010(f). The COlltent ofthe lIOtlflcatloll complies
with tlle requirements ofRule 64.2010(f).

7



(g) Business Customel' Exemption. Telecommunications carriers may bind themselves
contt'actually to authentication regOOes other than those described in fuis section for services fuey provide
to their business customer that have both a dedicated account representative and a contract that specifically
addresses the carriers' protection of CPNI.

Tile Company does not utilize tite busilless customer exceptloll at ti,ls time.

Section 64.2011 Notification of eustomer proprietary network information security
breaches.

•

(a) A telecommunications carrier shall notify law enforcement ofa breach of its customers' CPNI
as provided in this section. The carrier shall not notify its customers 01' disclose the breach publicly,
whether voluntarily 01' under state 01' local law 01' these rules, until it has completed the process ofnotifying
law enforcement pursuant to paragraph (b).

(b) As soon as practicable, and in no event later than seven (7) business days, after reasonable
determination of the breach, the telecommunications carrier shall electronically notify the United States
Secret Service (USSS) and the Federal Bureau of luvestigation (FBI) through a central reporting facility.
The Commission will maintain a link to the reporting facility at http://www.fcc.gov/eb/cpni.

(1) Notwithstanding any state law to the contrary, the carrier shall not notify customers or
disclose the breach to thepublic until 7 full business days have passed after notification to the USSS and
the FBI except as prOVided in paragraphs (2) and (3).

(2) If the carrier believes thet there is an extraordinarily urgent need In notify any class ofaffected
customers sooner fuan otllerwise allowed under paragraph (1), in order to avoid inunediate and irreparable
harm, it shall so indicate in its notification and my proceed to hnrnediately notify its affected customers
only after consultation with the relevant investigating agency. The carrier shall cooperate with the relevant
investigating agency's request to minimize any adverse eftects ofsuch customer notification.

(3) If the relevant investigating agency determines fuat the pnblic disclosure or notice 10
'customers would impede or compromise an ongoing or potential crOOinal investigation or national security,
such agency may direct the carrier not to so disclose or notify for an initial period of up to 30 days. Such
pel'iod may be extended by the agency as reasonable necessary in the judgment of the agency. If such
direction is given, the agency shall notify the carrier when it appears that pnblic disclosure or notice to
affected customers will no longer bupede or compromise a criminal investigation or national security. The
agency shall provide in writing its initial direction to the carrier, any subseqnent extension, and any
notification that notice will no ionger impede or compromise a crOOinal investigation or national security
and snch writings shall be contemporaneously logged Oil the same reporting facility that contains records of
notifications flied by carriers.

(c) Recordkeepillg. All carriers shall maintain a record, electronically or in some other manner, of
any breaches discovered, notification made to the USSS and the FBI pursuant to paragraph (b), and
notification made to cnstomers. The record must include, if available, dates ofdiscovery and notification, a
detailed description of the CPNI that was the snbject of the breach, and the circumstances of the breach.
Carriers shall retain the record for a minimnm of2 years.

The Company l,as policies alld procedures in place 10 ellsure compliance wltl, Rule 64.2011. WI,en It Is
reasonably delerm/lled titat a breacl. has occurred, the CPN1 Compllallce 0fJ'teer will notlfjl law
enforcement and Its customer in the reqUired tlmej'rames. A record oftl,e breach will be nutintainedfor
a minimum Of two years alld will Include all lllforntation reqnlred by Rule 64.2011.
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